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“The time is ripe for pUb”C leaders to engage information

technology issues more deeply, directly, and successfully.”

PREFACE

As we enter the new millennium, everyone from futurists to the general public has observed
that information technologies are changing our patterns of social, commercial, and political
interactions. These changes raise profound opportunities and threats for people everywhere.
It is a revolutionary period, with many issues not yet fully understood, let alone resolved.

Throughout this period, our public leaders—including elected and appointed officials and
their overseers in all branches of government—have too often ignored technology issues or
have delegated them to others. The conventional wisdom has been that technology is either
not very important, or requires technical expertise rather than leadership, or is simply too

risky for leaders to get personally involved.

These views are changing, however. Due primarily to the astonishing growth of the Internet
and e-commerce, technology is now widely acknowledged as a critical force in shaping the

future. The need for skillful and committed leadership has become obvious.

But the risks are still there.

As a result, public leaders—often under enormous and competing pressures—remain uncer-

tain about how to successfully engage technology-related issues.

In response to these developments, Harvard University’s John F. Kennedy School of
Government assembled a group of distinguished public leaders to explore what was being
learned about computer networking and its impacts on the roles and responsibilities of

government.

The Harvard Policy Group on Network-Enabled Services and Government (HPG) includes
legislative and executive leaders, private-sector and public-sector leaders, technology man-
agers and general managers, and public officials from federal, state, and local governments
in the United States and Canada. Working over a three-year period, the HPG concludes
that the time is ripe for public leaders to engage information technology issues more deeply,
directly, and successfully. To improve the quality of engagement, the HPG has developed a
set of eight imperatives for those who seek to lead in this critical period. Each of the indi-
vidual imperatives addresses a significant leadership responsibility and is the subject of a
separate paper (for a list of the papers, see the back page). Taken together, the HPG papers
provide a framework to guide those who seek to develop successful information age leader-

ship strategies.
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The report you are reading explores imperative #5: Protect privacy and security. It describes
how leaders should approach the privacy and security impacts of electronic services in the
context of other concerns such as access, efficiency, and equity. It emphasizes the need for a
transparently fair and considered policy-making process that seeks common ground where
possible, but makes difficult decisions when necessary. It is clear that the terrorist attacks

of September 11, 2001, are motivating new policies and investments to make systems and
society more secure. The urgent need for action creates an equally urgent need for insightful
analysis and understanding of the interrelated impacts and the many gains and losses made
newly possible with the design and delivery of electronic services.

The HPG was made possible through a partnership among the Kennedy School of
Government, American Management Systems, Cisco Systems, EDS, IBM’s Institute for
Electronic Government, the MITRE Corporation, and Unisys. The views in these papers
are those of the individual members of the HPG and not the institutional views of their
home organizations or project sponsors. However, it would have been impossible for the
group to learn and to produce what it has without the opportunity provided by this part-
nership to meet together and to share insights over an extended period of time.

We sincerely hope that these papers will prove helpful to public and private-sector leaders
and to the public at large.
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CAMBRIDGE, MASSACHUSETTS
DecemBER 2001
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School of Government, Harvard University, Cambridge, Massachusetts 02138.



BL el e

Technological advances like computer networks have the potential to either support or
erode our values. While our future depends, in large measure, on our technological capabili-
ties, it depends even more on how we apply them. Consider the following fictional scenarios:

« As an ambulance rushes an unconscious patient to the hospital, doctors prepare to save
him by accessing an online database with data on his pre-existing heart condition. During
the same month, people with similar heart conditions are denied jobs when prospective
employers gain access to a similar database.

« Taking a break from his job, a computer technician hacks into a local government data-
base that holds the credit card numbers of citizens who paid parking tickets online. In the
next town, where citizens cannot pay tickets online, a computer technician spends 40 minutes
of her lunch hour waiting in line at city hall to pay a parking ticket.

« In response to a terrorist bombing, a town installs video monitors and face-matching tech-
nology as a deterrent; subsequently the public feels safer and terrorist incidents diminish. In
a similar town, similar technologies fail to catch terrorists, but usage is expanded greatly as
a tool to combat a variety of less serious offenses such as car thefts and pick pocketing.

Whatever you think about the above scenarios, it is clear that computer networks are redefin-
ing what information can be collected and who can get access to it. In response, governments
are being forced to reexamine their information management policies.

Most government information management policies have focused on data about individuals.
Over the years, governments have established rules, standards, procedures, and policies for
how information can be collected, analyzed, stored, shared, and discarded. These rules have
been created to promote values such as access, efficiency, equity, privacy, and security.*

As paper-based processes now give way to 1T-based processes, the fundamental challenge
remains the same: how to promote values that are sometimes in competition. The difference
today is that enormous volumes of information can now be collected, used, reused, combined,
recombined, and shared instantly and over large distances. While the new information capa-
bilities can be used for dramatically more efficient, convenient, and, in some cases, life-sav-
ing services—an obviously positive outcome—they can also be used in ways that challenge
traditional assumptions about how to assess and balance different interests and values.

In the first four of our “Eight Imperatives for Leaders in a Networked World,” we focused
on how IT is shaping government service delivery—what we refer to as the “e-government”
agenda. This report begins our exploration of the final four imperatives—the “e-governance”
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agenda. The issues here are more controversial and less clear, and significant influence flows
from outside the jurisdictional boundaries of the governments involved. The e-governance
agenda is generally less understood than the e-government agenda, and is less likely to offer
progress through consensus-supported incremental change.

In this initial paper of our e-governance sequence, we focus how to protect privacy and
security in a world of e-services.

“... how can we JOVEIT the new technology-enabled
patterns of human INteraction while preserving

or even augmenting the values we hold dear?”

DISRUPTIVE CHANGES AND TRADEOFFS IN A WORLD OF PERVASIVE NETWORKS

Human interactions inevitably generate conflict as well as cooperation. The role of governance
is to resolve such conflicts so as to define and protect the public interest. Wise governance
promotes the values held by individuals and groups within society, making tradeoffs that
favor one over the other when necessary to advance the greater good of society as a whole.

New information technologies are generating new patterns of human interaction. These
new patterns are forcing us to reconsider how we assess and balance many critically impor-
tant values.

Such challenges are clearly evident in the health care industry. New technologies can give
health care workers timely access to patient files so as to improve service and save lives.
Hospitals can use similar records to speed reimbursements while reducing administrative
costs and errors. Insurance companies can likewise process claims more efficiently while
simultaneously reducing fraud. On the other hand, these same technologies can give employ-
ers inappropriate access to the health records of prospective employees, or give marketers
inappropriate access to lists of potential consumers. Electronic records are also vulnerable
to large-scale destruction and misuse both inside and outside the health care system.

In designing Information Age health services then, special care must be taken to balance
the values and interests of various stakeholders. What should be the rights and responsibili-
ties of health care consumers versus health care producers? Of health care consumers and
producers versus government regulators? Of individuals versus the various groups to which
they belong? How should we measure and—when necessary—trade off access versus effi-
ciency versus equity versus privacy versus security?

In some cases, privacy and security are clearly in competition. To protect security we
authenticate individual identities, confirm in advance that these individuals are authorized
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to take the type of actions they propose to take, and maintain records to hold individuals
accountable for their actions after the fact. These steps to preserve security reduce the scope
of anonymity that has traditionally been an important protector of privacy.

What even this cursory look at the health care system illustrates is the need to learn how
information technology will affect the balance among different stakeholder interests and
values. It is clear that ignoring the interrelated impacts of IT risks leads to severely undesir-
able outcomes. Similarly, focusing on one stakeholder group or value to the exclusion of
others will be a mistake. We clearly want to stay alert to possibilities for win-win improve-
ments, where smart choices can create value without a need for agonizing tradeoffs. If
anonymity protects individual freedoms but is risky to community security, might we pro-
tect those same freedoms by using IT to make government transparent and accountable
and avoid most of anonymity’s downside risks? The broad and fundamental question is,
how can we govern the new technology-enabled patterns of human interaction while
preserving or even augmenting the values we hold dear?

Unfortunately, the issues involved are too

uncertain and contentious to yield answers The analysis in this paper is weighted heavily
that are both simple and useful. The changes towards issues of privacy and tradeoffs between
under way are so continuously disruptive privacy gnc_j other e_Iements of inform_ation policy.

The majority of this paper was compiled before
th_at a_mswers that may appear to work tOd_ay September 11, 2001, and therefore many of the
will likely have become outdated by the time issues being raised in response to the events of
this report is made public. that day are not covered here in depth.

So, instead of answers, what we offer here is

a framework for analyzing the effects of information technologies on different values and
stakeholders. Drawing heavily on recent experience in many governments, we build on this
framework to provide guidelines for addressing privacy and security in a networked world.

“In combination, these conditions create
potentially devastating threats to privacy and security.”

WHAT TO AVOID: GETTING BLINDSIDED ON THE ROAD TO E-SERVICES

As the Information Age progresses, the pressure to deliver services electronically is growing.
The unit costs of face-to-face service can often be cut by as much as 90 percent when offered
on a self-service basis over networks.2 From an efficiency standpoint, access to information
across organizational, physical, and temporal boundaries can be hugely beneficial.
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In the rush for efficiency, however, other values can be overlooked. These can surface later—
often negatively—as “unintended consequences.” Early mistakes with electronic services can
produce an opposition that makes further progress impossible or may lock government into
inefficient systems on a long-term basis.

Privacy and security have emerged as two of the most difficult information-related issues.
In part, this is because:

 They have often been considered secondary concerns for the designers of e-government services—
at least until recently. Many government managers have focused on efficiency and customer
satisfaction while considering privacy and security as someone else’s problem.

« Stakeholders tend towards strongly-held, polarized positions. This makes compromise difficult
and slow to arrive at. Stakeholders have rarely been pulled together for realistic exploration
and assessment of options and tradeoffs, although recent terrorist activities are forcing
reassessments and will lead to new responses.

» Governments tend to build large, interconnected systems with multiple components. Under-
standing the downstream impacts of different design choices is challenging and complex.
Furthermore, once the systems have been built it is difficult to “graft on” privacy and securi-
ty protections on an after-the-fact basis.

* Privacy and security are subject to more than government actions and policies. In a networked
world, privacy and security are affected by third parties both known and unknown to gov-
ernment officials, including telecommunications companies and public and private service
delivery partners.

In combination, these conditions create potentially devastating threats to privacy and security.
In the rush to deliver e-services, it is all too easy to get blindsided and blown off the road.

“We need help in Understandingwhat is possible,

in clarifying our values, and FeS0 Vi NJ our conflicts”

WHAT TO DO: PUSH FOR TRANSPARENCY AND WELL-BALANCED PROGRESS

Much is at stake as information technologies continue to evolve. While connectivity and
information density should eventually improve service productivity and access—perhaps
enormously—significant impacts on equity, privacy, security, and other important values
are also likely. As electronic services become more prevalent, it will be critical to understand
how different stakeholders and values are being influenced. It will be equally important to
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make decisions in a manner that is broadly understood and seen as legitimate. Figure 1 out-
lines some of the more significant concerns and possibilities.

How can we secure the positives and avoid the negatives?

VALUE Possible Positive Impacts Possible Negative Impacts
Access * Anytime, anywhere access  Unauthorized, undetectable access
Efficiency » Reduced unit costs through self- * Rigidities through improper automation
service, economies of scale, etc. of the status quo
Equity » More low-cost services « An aggravated “digital divide”
Privacy » Context-appropriate access tools * Loss of privacy through record linkages
 Context-appropriate anonymity  Big Brother knows all
Security  Better access tools * Vulnerable to interdependencies
* Better audit trails and uncontrolled access
Other » More transparent government » Market domination that improperly
erodes “the commons”

Figure 1: Possible Impacts of Electronic Services on Different Values

Advancing successfully will require careful navigation. It will be difficult to secure the posi-
tives while avoiding the negatives. The issues to be reconciled are powerful and—at least so
far—relatively unstable. Different people are concerned about different values and issues,
or in different ways at different times.

While too narrow a focus on any one element is likely to lead to bad results, so is sticking
too long with the status quo. For example, we clearly need the service efficiency that could
come with information-age health care. However, if electronic services produce overly easy
or uncontrolled access to health care information, patients may refuse to talk candidly to
their doctors; as a result, both efficiency and privacy could be lost.® At another extreme,

if health-care focuses too much on privacy, emergency room doctors may not get access to
crucial information about the patients they are treating, and as a result efficiency (not to
mention lives) could also be lost.

Good decisions will depend on good leadership. We need help in understanding what is
possible, in clarifying our values, in uncovering win-win opportunities, and in resolving our
conflicts. Fundamentally, we need to push for progress that strikes broadly supported and
wise choices among competing concerns.
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« allow diverse stakeholders to understand

the wisdom of the d€CISIONS and the fairness of the process.”

6

GUIDELINES FOR PROTECTING PRIVACY AND SECURITY

In responding to privacy, security, and related challenges, leaders need to push for
transparency and well-balanced progress. But how can you make this advice operational?
Consider the following seven guidelines.

1. Adopt existing practices and standards where appropriate.

Problem. While new technologies highlight new issues, many previously identified practices
have yet to be widely adopted. For many governments, a path to significant improvement in
privacy and security has been well-charted but not well-traveled.

What to avoid. Do not fall behind through ignorance of constitutional guidelines, laws,
regulations, or the experience of others. At the same time, do not adopt externally generated
guidelines without carefully considering your own context. Some “good” practices are out
of date.

What to do. Explore and—where relevant—adopt or adapt principles and practices that
have been validated as good ways to address privacy, security, and other information con-
cerns. Talk regularly with peers to ensure you stay current. Practices and standards are often
based on strong historic precedents such as Fourth Amendment protections against unrea-
sonable searches and seizure,* but continue to emerge and evolve.

An Example. The Five Goals of Security. While different authors use different terms, five
goals are broadly accepted as critical for information security:s

1. Availability: Timely and reliable access to data and services.
2. Confidentiality: Access available only to intended users.

3. Authentication: Confirmation that a person is who they claim to be or—
more generally—that a statement claimed to be true is in fact true.

4. Integrity: Data protected against unauthorized modification or destruction.

5. Non-repudiation: Proof that an action (viewing a file, sending an email)
occurred and that identifiable users were party to the action.

Technologies continue to change, but the above goals remain critical. Some security
practices—such as training employees to manage their passwords properly—are powerful
and relatively easy to implement, yet still widely ignored.
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An Example. The U.S. Code of Fair Information Practices. Developed by an advisory
committee in 1973,° the five principles articulated in the U.S. Code of Fair Information
Practices have been reflected in subsequent guidelines such as the OECD Guidelines on
the Protection of Privacy and Transborder Flows of Personal Data and the EU Directive on
Data Protection. Some have argued that technological changes have made these principles
obsolete.” Nevertheless, it is important to understand them before deciding on your own
policies. The five principles are:

1. There must be no personal data record-keeping systems whose very existence is secret.

2. There must be a way for individuals to find out what information is being kept about
themselves and how it is used.

3. There must be a way for individuals to prevent information obtained for one purpose
from being used for other purposes without their consent.

4. There must be a way for individuals to correct or amend records of identifiable
information about themselves.

5. Any organization creating, maintaining, using, or disseminating records of identifiable
personal data must assure the reliability of the data for their intended uses and must
take precautions to prevent misuses.

An Example. Drafting and Communicating Privacy Policies. Despite the attention being
given to information policy, separate studies by Brown University and the Civic Resource
Group revealed that most local, state, and federal websites did not post privacy or security
policies.2 A December 2000 study by the National Electronic Commerce Coordinating
Council (NECCC) came to a similar conclusion, finding a surprising lack of privacy state-
ments on state and local government websites.® In recommending good privacy practices,
the NECCC study identified lowa, Virginia, Maine, Utah, and Idaho as jurisdictions with
noteworthy policies that answered four key questions that citizens tend to ask, namely:

1. What information is collected about me?
2. Is the information accurate?
3. How is the information used?

4. Is the information | provide shared with other parties and if so, with whom?

2. Educate and involve stakeholders in exploring and assessing
privacy and security.

Problem. As relationships change among information access, efficiency, equity, privacy, and
security, it is difficult to keep up with and understand what is possible. Recognizing and
developing shared interests is a challenge when stakeholders rarely work together. It is hard
to put the puzzle together when the pieces are not on the same table.
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What to avoid. Do not expect easy consensus on information issues; progress will likely
require firm decisions in the face of ongoing opposition. At the same time, do not run
roughshod over minority views; people need time to become convinced that tradeoffs are
being made carefully and fairly.

What to do. Speak to stakeholders separately but also bring them together in the design
process. While disaster stories and crises may be useful to get attention, be sure to share and
analyze realistic cost/benefit and risk data in exploring tradeoffs. Get leaders involved in
pilot projects—nothing educates like first-hand experience.

An Example. Record Linkage in Canada. In 2000, Canada’s Privacy Commissioner revealed
that the federal government had constructed a database on more than 33 million people
that linked information from multiple agencies. While the database was not secret and
served many valuable purposes—including research and program analysis—it was immedi-
ately denounced as an “Orwellian” abuse of power and eventually destroyed. Recognizing
that the benefits of record linkage could be lost if public sentiment focused solely on poten-
tial abuses, Ivan Fellegi—a pioneer in linkage research—has advocated for a broad and open
discussion of responsible data stewardship. By bringing together stakeholders, including the
general public, Fellegi seeks to explore the risks and rewards of record linking in an open,
transparent, and responsible environment, thereby hoping to avoid situations like the one
in Canada.®

An Example. Difficulties in Consolidating State Computer Operations in Wisconsin. When
Wisconsin Governor Scott McCallum proposed allocating $132.4 million to establish a
Department of Electronic Government, privacy advocates highlighted the abuses that might
result if a single agency controlled all data without effective safeguards in place. In response,
the Governor agreed to work with stakeholders to minimize risks to personal privacy, estab-
lishing a Privacy Information Officer with the ability to sue the state or its agencies over
privacy-related matters. Underscoring the difficulty of gaining a sustained consensus on
these issues, the Joint Committee on Finance later approved the Department of Electronic
Government but not the Privacy Information Officer.*

An Example. U.S. Department of Health and Human Services. In 1996, the U.S. Congress
passed the Health Insurance Portability and Accountability Act (HIPAA) requiring the
Department of Health and Human Services (HHS) to establish standards—including a
unique health identifier for individuals—for exchanging and analyzing administrative and
financial health care information. Realizing the potential implications of such an identifier,
HHS decided not to engage in traditional rule making—i.e. issuing a proposed rule, accept-
ing comments, then issuing a final rule. Instead, they held extensive public hearings to
explore the issues in greater depth. After these hearings, HHS determined that—until com-
prehensive privacy legislation is in place—the risks are too great to proceed with a unique
health identifier.
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For more information about related HHS decisions, see the “Statement for the Record on
a National ID Card” given by HHS before the House Committee on Government Reform
and Oversight. www.hhs.gov/asl/testify/t980917a.html

3. Give adequate executive-level attention to information policy issues.

Problem. Privacy, security, and other information policy issues have often been seen as some-
thing to delegate to project managers and specialists. This has given these issues lower prior-
ity and narrower attention than they deserve.

What to avoid. As information issues develop a higher profile, leaders are beginning to take
notice. However, it is not enough merely to delegate these issues to one or more senior-level
managers “in addition to your other duties.”

What to do. Information policy—which seeks the right balance among access, efficiency,
equity, privacy, security, and other values—requires substantial and sustained attention at
senior levels of the organization. Like it or not, the chief executive must “own” the ultimate
decisions to be made.

An Example. The Advent of the Chief Privacy Officer (CPO). Realizing the importance

of information policy, organizations around the world are beginning to appoint capable
executives to high-level information policy positions. For example, in 2000 IBM appointed
Harriet Pearson to such a position in order to unify the privacy aspects of its business.
Similarly, at the U.S. Internal Revenue Service, Privacy Advocate Peggy Irving is no longer
buried in the Information Systems division but now reports directly to the Commissioner.
In 2001, the State of Utah became one of the first states to appoint an independent Chief
Privacy Officer. Beyond privacy alone, the State of lowa has appointed senior-level execu-
tives for privacy and other executives for security and access to records.*?

An Example. Enterprise-wide Information Security Officers. While many organizations
have traditionally employed information security officers (ISOs), in 2000, New York State
became one of the first U.S. states to establish a central office to coordinate security on

an enterprise-wide basis.** In 2001, the Texas legislature approved $600,000 to establish an
information technology security office in response to an independent study highlighting
security problems. Texas hopes that an enterprise-wide security office will deal with security
on a more proactive and effective basis.*

An Example. New York State's Committee on Open Government. Responsible for overseeing
the state’s Freedom of Information Law, Open Meetings Law, and Personal Privacy Protection
Law, New York State’s Committee on Open Government must balance many competing
interests. While the Committee is primarily advisory in nature, it exerts considerable influ-
ence on information access and privacy by furnishing the Governor and Legislature with a
public annual report.
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For more information about New York State’s Committee on Open Government,
visit www.dos.state.ny.us/coog/coogwww.html.

4. Plan for privacy and security before collecting data and/or
building systems.

Problem. Government information systems and business processes are difficult to change
once established. Retrofitting systems for privacy, security, and/or other concerns is there-
fore extremely expensive.

What to avoid. Do not assume that you can “work out the kinks” in privacy and security at
the end of the development process.

What to do. Build privacy and security into the design of electronic services from the begin-
ning. Engage a diverse array of leaders in early privacy and security reviews. Understand
competing values as fully and as fairly and as early as possible.

An Example. Privacy Impact Assessments. A Privacy Impact Assessment (PIA) is a process for
evaluating how a system can meet privacy standards before, during, and after development.
Much like an Environmental Impact Assessment, some governments are requiring PI1As
before approving new projects. The U.S. CIO Council has highlighted the PIA of the
Internal Revenue Service as a “best practice.” The Government of Ontario, Canada, also
requires a PIA prior to approving projects that may affect client privacy.

For more information about the IRS Privacy Impact Assessment, see cio.gov/docs/IRS.htm
For more information about Ontario’s Privacy Impact Assessment,
see www.gov.on.ca/MBS/english/fip/pia

An Example. Privacy and Public Access to Electronic Case Files Subcommittee. The purpose
of the U.S. federal judiciary’s Case Management/Electronic Case Files (CM/ECF) project is
to support electronic filing and management of court documents. Recognizing the privacy,
access, and security issues, the Judicial Conference of the United States—the policy-making
arm of the U.S. Courts—formed a subcommittee to solicit opinions. Combining face-to-
face hearings with web-based submissions, the subcommittee has heard from more than
240 individuals and organizations. As subcommittee chair Judge John W. Lungstrum notes,
“The Judiciary faces a sensitive and very important policy decision, and it believes that the
decision should be based on as wide ranging and open a process as possible.”

For more information about the Subcommittee, visit www.privacy.uscourts.qov

An Example. Planning for Security at NASA. The U.S. National Aeronautics and Space
Administration (NASA) has separate e-procurement systems for medium and large contracts.
Recognizing that the security needs for these systems would differ, NASA dedicated time
during the design process to address the security goals for each. As a result, the Electronic
Procurement System (EPRO) for larger procurements has additional security solutions
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including digital signatures for authentication, identification, and non-repudiation.:® As the
CIO Council notes:

“Government organizations are beginning to recognize the importance of including secu-
rity considerations in up-front planning for web-based information services. One cannot
simply make a priori decisions about security requirements; each service should be exam-
ined on an individual basis. The most important first step is to create a security plan.
The purpose of the plan is to analyze what can go wrong and to determine responses that
reduce the likelihood and consequences to an acceptable level.” ¥7

5. Look to harmonize information policy with other jurisdictions.

Problem. As networks enable cross-boundary information flows, privacy, security, and other
issues are increasingly cross-boundary issues. Analysis and governance must respond to these
cross-boundary developments.

What to avoid. Do not act locally on information issues without thinking globally and in
the longer-term. You may miss the most important elements of a good solution.

What to do. Look to participate in multi-jurisdictional and public-private forums for politi-
cal mobilization, standard setting, and best practice development. While governance will
always involve governments, industry and other groups must also be recognized as powerful
and legitimate stakeholders.

An Example. The U.S./Canadian Public Key Infrastructure Liaison Group. The govern-
ments of Canada and the United States are each employing public key technology to build
a trusted open network environment for transacting business electronically with private
companies, members of the public, and other governments. To explore collaboration, the
two countries established a Public Key Infrastructure (PKI) Liaison Group between their
respective federal governments. This group shares information on PKI matters and looks
for opportunities for collaboration.

For more information about the Liaison Group,
see www.cio.gov/fpkisc/US-Canada/index.htm

An Example. Privacy in Europe and the United States. The European Union has worked to
harmonize information policy laws throughout Europe. For example, the EU Directive on
Data Protection that took effect in October 1998 is designed to harmonize the privacy laws
of member countries. Such harmonization stands in contrast to the conflicts between the
EU and the United States on privacy issues. While the “safe harbor” provision has created
an uneasy truce that is allowing commercial flows to continue without massive interrup-
tions, the EU, the U.S., and other governments will need to collaborate with diverse stake-
holders to find long-term solutions to a variety of cross-border information issues.
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An Example. The Privacy Diagnostic Tool. Developed in partnership with the Ontario
Information and Privacy Commissioner, PricewaterhouseCoopers, and Guardent, the Privacy
Diagnostic Tool (PDT) is a self-assessment program used to help organizations gauge their
privacy readiness. Using internationally recognized privacy standards, the PDT software
outlines ten principles based on fair information practices and asks the user a series of yes/no
questions to assess their level of compliance.

For more information about the PDT, visit www.ipc.on.ca

6. Support the development of new technologies and techniques.

Problem. While industry-developed technologies and techniques will continue to shape
privacy, security, and related issues, the private sector alone cannot absorb all the risks of
development. Without public sector support—including appropriate guidance and regula-
tion—development will miss the mark.

What to avoid. Do not assume that the private sector will develop all needed privacy and
security technologies and techniques on their own. On the other hand, avoid isolation from
the private sector’s enormous potential to develop powerful new innovations.

What to do. Continue to provide public sector support and guidance for fundamental pre-
market research. This is perhaps especially true for privacy and security enhancing technolo-
gies and for applications related to smart cards, PKI, and networking protocols.

An Example. Using Peer-to-Peer Technology at FedStats.net. Peer-to-peer (P2P) technology
is used to share information between computers directly—enabling one computer to search
and retrieve information from all others in the same community without the need for stor-
ing the information on a large central server. Experimenting with how P2P technology
might be used in the public sector, the Federal Interagency Council on Statistical Policy ran
a pilot called FedStats.net to link data from multiple sources. Using the pilot, individuals
could find and share information on all computers in the defined community. While the
security risks of the pilot were minimized by using non-sensitive data, groups at the Defense
Advanced Research Projects Agency (DARPA) and elsewhere are now working to make P2P
secure enough for many other applications.*®

An Example. Ontarios Use of the Platform for Privacy Preferences (P3P). Developed by
the World Wide Web Consortium (W3C), P3P is a standard to enable users to determine
whether a website manages personal data in a manner acceptable to the user. P3P-enabled
sites make their information management policies available so web browsers can compare

a site’s policies against the user’s preferences, thus allowing the user to make an informed
decision on whether to visit the site. While the W3C is an organization dominated by its
private sector members, Ontario’s Privacy Commissioner is also active in the W3C, helping
ensure that public sector interests are well represented.*

To learn more about P3P, including a list of P3P-compliant sites, visit www.w3.0rg/P3P
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An Example. Cryptography, Anonymizers, and Infomediaries. The idea that technology
infringes on security and privacy is popular but only partially accurate. Technologies can also
enhance security and privacy. For example, there is a substantial market for the cryptogra-
phy that secures data in storage and in transmission. Similarly, there is a growing market

to provide anonymous web-browsing and emailing services. Database technology makes it
possible for infomediaries to aggregate the data of individual consumers in order to serve as
their agents in marketing their personal data or in protecting such data from disclosure.?
The public sector can often play an important role in helping these entrepreneurial

markets develop.

7. Use IT to enhance privacy and security, not just maintain them.

Problem. With all the concern about technological threats to privacy and security, the
potential of IT to improve privacy and security gets scant attention.

What to avoid. Do not use technology merely to automate old paper-based processes, and
do not settle simply for solutions that do no harm.

What to do. Aggressively develop new IT capabilities to enhance privacy, security, access,
and other values.

An Example. Internal Revenue Service Form 4506. When someone wishes to purchase real
estate in the United States they usually sign IRS Form 4506, giving the mortgage company
access to their tax records as part of the mortgage approval process. The old paper-based
version of this form gave mortgage companies access to more than 200 pieces of information,
did not explicitly restrict them from selling this data, and was not dated. But when the IRS
created an electronic 4506 form, the Privacy Impact Assessment process was used to correct
for these concerns. The electronic form thus limits access to the 26 data elements actually
required for mortgage review, limits the rights of mortgage companies in disclosing this
information, and dates the form to allow for eventual expiry. Electronic services offer many
such opportunities to protect privacy and security much better than before.

An Example. Property Assessments in Allegheny County. In most counties in the United
States, property assessment information, complete with the names and addresses of property
owners, is public information. The goal was to allow the public to ensure that no one receives
favorable treatment. When Allegheny County, Pennsylvania, posted a searchable database

of property assessment information on their web site, it quickly became one of their most
popular services. However, responding to critics who feared that such information could be
used to track down intended victims, the county passed an ordinance removing the “owner
name” field from the search screen. The public can still search the paper files by name, but
they cannot search by name anonymously on the Internet.*
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As private and public services move to electronic channels, concerns about privacy and
security are difficult to resolve. This is partly due to the rapid pace of technology and other
changes and partly due to the depth and diversity of the values involved.

In many cases, the best way forward may be through watchful waiting and persistence in
building a consensus. When decisions must be made without consensus, we need to proceed
in ways that allow stakeholders to understand the logic and fairness of the process. This will
require good leadership as emphasized throughout the Eight Imperatives reports, and an
energetic push for transparency and well-balanced progress.

Key guidelines are summarized in Figure 2.

1. Adopt existing practices and standards where appropriate.

2. Educate and involve stakeholders in exploring and assessing privacy and security.
3. Give adequate executive-level attention to information policy issues.

4. Plan for privacy and security before collecting data and/or building systems.

5. Look to harmonize information policy with other jurisdictions.

6. Support the development of new technologies and techniques.

7. Use IT to enhance privacy and security, not just maintain them.

In sum: Push for transparency and well-balanced progress.

Figure 2: Guidelines for Protecting Privacy and Security
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“What should YOU do next to
protect PI1Vacy and SecUrity?”

NEXT STEPS
What should you do next to protect privacy and security?

1. Take stock of how you handle privacy and security today. Before making changes, look

at how your institution handles privacy and security today. Who are the responsible parties?
What processes are in place to assess privacy and security and other values such as access,
efficiency, and equity? Are the issues well understood by policy-makers? Is the policy-making
process well understood and respected by stakeholder groups?

2. Plan ahead and get out in front. Be proactive, not reactive—privacy and security are
not issues that can be avoided. Establish procedures such as Privacy Impact Assessments to
assess and balance values early (and throughout) the development of IT-related systems.
Avoid having to handle privacy and security problems on a retrofit basis, as after the fact
add-ons are far too expensive both economically and politically.

3. Adopt an outward looking approach. Traditional boundaries between agencies, munici-
palities, states, and even nations are newly permeable. Governance in a networked world
must therefore address the cross-boundary aspects of privacy and security. Even more than
before, think globally and act locally.

Brief advice for different stakeholders can be found in Figure 3 (next page).

In the past few years, governments have made great progress in delivering services online.
Much of this has been generated on a program-by-program, agency-at-a-time basis. While
we need to continue with such program-by-program work, the future agenda will be domi-
nated by work requiring cross-boundary cooperation where jurisdiction is unclear. For
example, terrorism and other pressures will clearly demand urgent action. The problems that
are emerging will be challenging, to say the least. Good governance will require us to design
our options and make our choices in ways that are widely seen as appropriate and fair.

This report has offered guidelines for protecting privacy and security in the context of other
and often-competing values. Our next report will examine how information technologies
are creating new needs for public-private cooperation on issues of economic development.
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The President. The critical technology agenda is now a “cross-boundary” agenda where your leadership—augmented
by a newly-created federal CIO—is required for e-government progress that protects privacy and security while also
improving access, efficiency, and equity.

Legislators. Some of you may naturally gravitate to issues of accessibility, some to privacy, and some to security. But
all should educate your peers and the public on the need for balance, and not just wade in with single-issue advocacy.

Governors. Develop the long-term, bipartisan consensus needed to secure public-private cooperation in the context of
the global shift to electronic commerce. Create an open and informed policy environment—your best protection
against spur-of-the-moment decisions.

Local government leaders. Delivering services at the local level, you are at the frontlines in balancing values such as
privacy, security, and access. Work with other municipalities and with states to coordinate your efforts.

Judges. Integrated criminal justice systems are at the forefront of efforts to balance the rights of society to security
against the rights of individuals to privacy. Educate the legal community broadly on e-government issues and share
your knowledge.

Budget directors. You are in the driver’s seat for investments in cross-boundary and self-service systems that promote
access and efficiency while simultaneously raising concerns about privacy and security; be sure your assessment process
is balanced and palpably fair.

Agency and program heads. Accept accountability for addressing privacy and security issues, educating yourself and
others on the risks, rewards, and tradeoffs involved. Build steps for addressing privacy and security early into all
decision-making processes.

Chief Information Officers. More than anyone else you must educate decision-makers on the risks, rewards, and
tradeoffs involved with issues of access, efficiency, privacy, security, and equity. Work with other jurisdictions to iden-
tify best practices and standards that enable effective but protected information sharing across boundaries.

Technology community. Your success will rise and fall with that of e-commerce, and e-commerce will rise only when
the public trusts that privacy and security issues are appropriately handled. Work within your community to advance
best practices and standards.

Associations and interest groups. E-government issues—including privacy and security—require a wise balance of
innovation and standardization. Your groups should offer key support and partnerships with government to encourage
innovation and set standards.

The press. The public needs to understand and decide its priorities on interrelated issues of access, efficiency, equity,
privacy, and security. This requires effective and long-term education that you are well positioned to provide. Go to it.

The public. When it comes to access, efficiency, privacy, security and the relations among them, we cannot have
everything, but we can have much more in the future if we make wise choices about how to use new technological
capabilities. Educate yourself and participate in the politics of choice.

Figure 3: Advice to Stakeholders for Protecting Privacy and Security
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Appendix C

GLOSSARY

Application Service Provider (ASP)—A third-party organization that provides software-based services to clients from a single loca-
tion over a wide-area network. Represents an outsourcing option for governments who cannot or do not want to deliver and support
enterprise applications. Also referred to as Managed Service Providers (MSP) when the software is both delivered and managed by
the third-party organization.

Asynchronous Communication—A communication pattern in which the two (or more) parties involved are not communicating at
the same time. Telephone conversations are an example of synchronous communication—both parties must be on the telephone at

the same time. An email message is an example of asynchronous communication—one party can send a message and the other can

read it hours or days later.

Broadband—A general term for high-volume, multiple-channel telecommunications capacity available via a single medium (e.g. a
wire or cable). While narrowband (the equivalent of one telephone voice channel) is adequate for the transmission of text and
numerical data, broadband connections allow the efficient and reliable delivery of voice, data, and video over one integrated network.
Because multimedia content is seen as vital to businesses and consumers alike, electronic networks are increasingly moving to broad-
band, which in turn will have important long-term implications for commercial development and civic life.

Database—A set of data structured to support the storage, retrieval, and analysis of information, often custom-designed for specific
business applications. Databases are central to information processing since they allow new and more efficient ways of assembling
records and organizing work. A key step in developing databases is implementing consistent definitions or standards so that data can
be meaningfully shared among users. Examples include standard charts of accounts for financial data, standard methods of coding
geographical information, and standard templates for archiving audio and video material. (See also: Standards.)

Digital—Data that has been created, transmitted, or stored as a string of signals coded as “1”s (on) or “0”s (off). Data in digital
form (text, numbers, graphics, voice, video, etc.) can be stored and processed by computers and communicated at high speed over
electronic networks with complete accuracy and reliability. Exact copies of digital data can be made in which the nth copy is indis-
tinguishable from the original.

E-government—A term commonly used to describe the interaction between government and citizens over the Internet. E-govern-
ment has evolved rapidly from merely publishing or disseminating government information electronically, to online interactions and
transactions between government and citizens. As governments begin to reorganize and integrate their work processes to take advan-
tage of computer networks, e-government may come to define a new or transformed relationship between citizens and government
enabled by networks.

Electronic Benefits Transfer (EBT)—Refers to the transfer of government benefits (funds or resources) to individuals through the
use of a card technology. Individuals access their benefits through Automated Teller Machines or retail point-of-sale terminals.

Electronic commerce (or e-commerce)—Transactions where money is exchanged for valuable goods and services with either the
money and/or the goods and services transported over computer networks.

Encryption—The act of scrambling information into a form called a cipher, usually to keep it from being read or modified by unau-
thorized parties. This is achieved through the use of algorithmic “keys” that scramble the information at one end and unscramble it
at the other. Computer-based encryption can be used both for purposes that society wants to prevent (criminal and terrorist commu-
nications) as well as those it wants to support (private and secure social and commercial communications).

Enterprise Application—A software application that is used throughout an organization (or enterprise). For example, payroll systems
or resource management systems that are used by multiple departments or an online payment processing application that is used
across organizational boundaries are all enterprise applications. Such applications are important for realizing economies of scale and
for ensuring information can be shared.

Fast Follower(ship)—In the context of innovation diffusion, a fast follower is one who adopts an innovation shortly after the initial
innovator (or first mover), but appreciably before the majority of those who eventually implement the innovation. For a more detailed
discussion of innovation diffusion see Everett M. Rogers, Diffusion of Innovations, Third Edition. New York: The Free Press, 1983.

Geographic Information System (G1S)—A set of hardware and software tools used to gather, manipulate, and analyze geographically
referenced data. GIS are used by many government agencies. For example, transportation departments use GIS to determine the
most efficient corridors for highway construction, and housing departments use GIS to help select the best locations for urban
renewal projects.
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Geographic Positioning System (GPS)—A system that uses satellites and small, portable receivers to determine the physical position
of an object or person. Increasingly ubiquitous, GPS are used to track the locations of airplanes, boats, cars, and even individuals to
within an accuracy of a few meters.

Hardware—Broadly, the physical components of information technology: computers, peripheral devices such as printers, disks, and
scanners, and the cables and switches that link digital networks. The key components of computer hardware are microprocessor
chips, which have doubled in productivity every 18 months, as measured by instructions executed per dollar (a phenomenon referred
to as Moore’s law). (See also: Software.)

HTML—Hypertext markup language. See: World Wide Web.

Information infrastructure—The interdependent capacities and standards for digital communication and data processing (both
hardware and software) that support the flow of information, much as a highway infrastructure supports the flow of vehicles.

(Hence, the vernacular catchphrase, “Information Superhighway,” as a general reference to the interconnected system of computer
networks exemplified by the Internet.) The ongoing expansion of this information infrastructure raises vital issues about when and
how to establish and refine the technical standards on which it operates, including important related questions about funding, securi-
ty, privacy, and collective democratic values.

Information technology (IT)—The umbrella term that encompasses the entire field of computer-based information processing:
computer equipment, applications and services, telecommunication links and networks, digital databases, and the integrated techni-
cal specifications that enable these systems to function interactively. (See also: Information infrastructure.) The rapid development
and expansion of these technologies over the last twenty years has ushered in the current historical period widely referred to as the
“Information Age” or “Information Revolution,” comparable in economic and social magnitude to the Industrial Revolution of the
early 19th century. The profound transformations brought about by computer networking have made information processing (rather
than industrial manufacturing) the key factor in economic productivity and global commerce, thereby supplanting large segments of
the traditional blue-collar labor market with a white-collar force of information or knowledge workers.

Internet—T he vast network-of-networks that uses open rather than proprietary standards to support computer-based communica-
tions at an incredibly large and efficient worldwide scale. Originally developed by the U.S. Defense Department for use in research
in the 1960s, the Internet has become the foundation of our information infrastructure, an ever-expanding universe of network serv-
ices and applications organized in geographically dispersed rather than centralized form.

Kaizen—Orriginally defined in Masaaki Imai’s book Kaizen: The Key to Japan's Competitive Success, kaizen refers to a process of con-
tinuous improvement through small sustainable steps.

Knowledge-based economy—A term used to describe an economy in which the defining factor of production is knowledge. The
19th century saw the rise of the industrial-based economy in which goods were produced in large industrial manufacturing plants.
Today, a growing number of people produce, use, and share knowledge in their day-to-day work. Since information can be expressed
digitally, computer networks have enabled the rapid growth of the knowledge-based economy.

Leadership—Any act by an individual member on the behalf of a group, with the intent to get the group to better meet its goals.
Leadership for previously known problems relies heavily on authority and technical expertise, while leadership for new or adaptive
problems relies on getting the group to confront the inadequacies of its old values and routines, and thereby develop more effective
solutions. In general, the challenges of the information age (which involve a high degree of confusion and conflict resolution) call
for adaptive leadership.

Lifecycle Costs—The costs of developing, maintaining, operating, and eventually retiring an IT system or application. When budg-
eting for IT initiatives, stakeholders often focus on development costs, overlooking future costs that can represent a larger percentage
of the full lifecycle costs.

Managed (or Management) Service Provider (MSP)—See: Application Service Provider (ASP).

Marginal cost—The cost of the next in a series of products. Typically, first products cost more because of the expenditures required
to set up the production process, with the unit cost then falling over time as the volume of activity increases. For most manufactured
goods, however, diminishing returns-to-scale eventually cause marginal costs to rise. With information-technology products, by con-
trast, the dynamics are dramatically different: extremely high set-up costs (hundreds of millions of dollars for some software prod-
ucts) followed by almost zero costs for extra copies and no diminishing returns-to-scale for extremely high production volumes.
Pricing policies for information goods are thus markedly different than for traditional industrial goods, and pricing policies in the
economy at large are likely to change as the Information Age progresses.
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Network—A set of communication paths (or channels) and the points (or nodes) they connect, including switches to determine
which channel will be used when more than one is available. Computer networks, like telephone networks, can be thought of as
telecommunications highways over which information travels. Networks benefit greatly from economies of scope and scale. Digital
networks typically use packet-switching rather than circuit-switching to greatly increase efficiency and throughput. (See also: Switching)

Open-source—Computer programs that are distributed as open-source are distributed along with access to the source code—the
program instructions as written by the programmer. Once distributed, the author of the program must allow users to modify the code
and redistribute it freely, while users are prohibited from selling the program or any derivative thereof without the accompanying source
code. The open-source nature of the program is usually protected by an open-source license such as the GNU General Public License
(GPL). The rationale behind open-source is that a larger community of programmers will use, improve, and develop the program.

Pen-based Computer—A computer that the user interacts with via an electronic pen or stylus rather than a keyboard or mouse.
Most PDAs (see below) or hand-held computers are pen-based computers.

Personal Digital Assistant (PDA)—A small hand-held computer that can be carried around by an individual, and that is most com-
monly used for personal management tasks such as storing phone numbers, reading email, or scheduling. As wireless technologies
continue to develop, PDAs are also being used to communicate over networks.

Portal (or Internet Portal)—On one level, a gateway or single point of entry through which the user can access related information
from a variety of sources. For example, many governments are launching portals as a single point of entry to government informa-
tion. It is interesting to note, however, that as governments adjust to the concept of a single point of entry, they are beginning to
rethink how they interact with constituents. Rather than organizing the user’s experience around agency boundaries, they are break-
ing down these boundaries to organize information and interactions around the user’s needs.

Productivity—The ratio of goods produced in relation to the resources expended in production. Increasing living standards largely
depend upon increasing productivity. Production processes that use information efficiently will typically be much more productive
overall than older industrial production methods. This is the principal driving force behind the commercial, social, and political
changes catalyzed by information technologies.

Prototype—A pre-production, functioning model of a system or application. A prototype is generally used for the evaluation of
design, performance, or production potential.

Public goods—Goods with impacts that “spill over” beyond those directly involved in buying and selling, thus weakening market
forces as the mechanism for efficient resource allocation. Computer-based services have the potential of providing many positive
spillovers to the public sector, since the marginal cost of IT production over time is virtually zero. One of the paramount political
questions of the Information Age is where to draw the boundary between public and private benefits and, therefore, who should pay.

Scope Creep—The gradual accumulation of new or expanded requirements after a project plan (project scope) has been agreed upon
by all parties. Scope creep is a significant risk to implementation success as it increases cost and extends project timelines.

Server—A computer program that provides services to other programs or computers. This term is also used to describe the computer
on which such a program operates. In the “client-server” network model, client programs make requests from servers connected to
the same network. On the World Wide Web (see below) a browser acts as a client program, making requests for files or other infor-
mation from web servers. These servers can be located any place in the world that is connected to the Internet.

Share-in-Savings/Revenue—A financing strategy whereby government compensates a private-sector partner with a share of funds
saved/raised as a result of the partnership. This financing strategy is commonly used when the private-sector partner agrees to cover
the up-front costs of a project. It is also used to align incentives with desired outcomes.

Slow Trigger, Fast Bullet—An analogy used to describe an implementation strategy in which careful project planning and prepara-
tion (the slow trigger) is followed by swift and decisive action steps (the fast bullet) that quickly move the project to a stage that safe-
ly demonstrates value.

Smart Card—A small electronic device or token (often the size of a credit card) that stores information in a memory chip.
Information can be added, read, or changed using a smart card reader.

Software—A catchall term for the sets of instructions (programs) used to operate computer hardware. Software production and
maintenance today has become a primary determinant in the success or failure of business and government organizations.

Source Code—See: Open-source.
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Standards—In the context of electronics, standardized technical specifications allow functions to be coordinated by automatically
adhering to the set standard. Thus, standards for the voltages used for signaling allow devices to “talk to one another” in a consistent
format, and standards for financial accounting allow for the meaningful aggregation and analysis of financial databases. With infor-
mation technologies there is an inherent tension between the creation of new capabilities through innovation (a few people trying
new ways to do things) and the subsequent applications of those capabilities through standardization (many people following estab-
lished ways of doing things). Determining when and how to set standards is therefore a critical leadership issue, as is deciding whether
such standards should be “open” for use by the general public or whether they should be protected by copyright or patent statutes.

Switching—The engineering mechanism that designates alternate channels or paths in a telecommunications network. Historically,
telephone networks have used circuit-switching, where an entire channel between two connections is made available for the duration
of the communication. Most computer networks, by contrast, have been designed to use packet-switching, which breaks up the
transmitted data into individual units or “packets,” each of which contains the destination address of the data. The packets are then
independently routed through the network and reassembled by the computer at the destination address. Packet-switching allows data
from multiple users to efficiently use the same path on the network. Major developments are now underway to enable packet-
switched networks to carry digital voice and video more effectively.

Total Quality Management (TQM)—A management philosophy that became popular in the 1980s and 1990s. TQM is focused on
continuously improving the performance of all individuals and processes in achieving customer satisfaction.

World Wide Web (www or Web)—Standardized tools and software that allow non-technical users to find, display, and communicate
text, graphics, voice, and video located on the Internet. The Web'’s fundamental components include HTML (hypertext markup lan-
guage), pointers or hyperlinks (that rapidly access specific material that may reside on computers halfway around the world), and
browsers (software that allows users to display and interact with Web content). Web technology is credited with democratizing the
Internet by simplifying and streamlining key networking tools and functions for the general public.
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END NOTES

1The majority of the research and discussion leading to this paper was conducted prior to the terrorist attacks on the World Trade
Center of September 11, 2001. Note, then, that this paper refers to security in the context of control over access to information
stored on networks and not in the context of personal or national security. This is not a paper primarily about the use of IT to pro-
tect IT-related infrastructure, to permit stronger policing and homeland defense, or to detect and disrupt terrorist networks through-
out the world. It is rather a paper about how 1T-based services designed primarily for efficiency and effectiveness can produce strong
impacts on privacy and on security that need to be considered in designing and deploying such services.

2In a research note Gartner Group estimates that a transaction handled by counter tellers at a bank costs between $1.00 and $2.00
per transaction, while a similar transaction conducted over the Internet costs between $.02 and $.05. Gartner Group, “The Benefits
of Alternate Channels in the Branch,” May 1999.

*The Canadian Medical Association has recognized this threat and is lobbying the Government of Canada for legislative changes that
would limit data mining by drug companies and hospital foundations. See Anonymous, “Canadian doctors raise questions about
data mining,” CBC.ca, 17 August 2001 (cbc.ca/cgi-bin/templates/view.cgi?/news/2001/08/15/Consumers/medicalprivacy_010815).

*See analysis of the Fourth Amendment at: http://caselaw.Ip.findlaw.com/data/constitution/amendment04/.

SFor more detail on the goals of security, see chapter 4 of Jean Camp, Trust and Risk in Internet Commerce, Cambridge, MA: MIT
Press, 2000 (ksghome.harvard.edu/~.jcamp.academic.ksg/trustRisk).

8U.S. Department of Health, Education, and Welfare, Secretary’s Advisory Committee on Automated Personal Data Systems,
“Records, Computers, and the Rights of Citizens,” 1973.

"For example, see John Gaudin, “The OECD Privacy Principles: can they survive technological change?” Privacy Law and Policy
Reporter, Australasian Legal Information Institute (www.austlii.edu.au/au/other/plpr/1996/68.html).

®See, Darrell M. West, “Assessing E-Government: The Internet, Democracy, and Service Delivery by State and Federal
Governments,” September 2000 (www.insidepolitics.org/egovtreport00.html).; Civic Resource Group, “Cities on the Internet 2001:
E-Government Applied,” August 2001 (www.Civicresource.com).

°National Electronic Commerce Coordinating Council, “Privacy Policies: Are You Prepared. A Guidebook for State and Local
Government Version I11,” December 2000.

“Jvan P. Fellegi, “Record Linkage and Public Policy: A Dynamic Evolution,” In Wendy Alvey and Bettye Jamerson (eds), Record
Linkage Techniques, 1997. Washington D.C.: Federal Committee, 1997. For more on record linkage see also United States General
Accounting Office, “Record Linkage and Privacy: Issues in Creating New Federal Research and Statistical Information,” April 2001
(GAO-01-126SP).

% Dennis Chaptman, “A question of privacy: Governor welcomes input on plan to consolidate state computer operations,”
Milwaukee Journal Sentinel, 23 April 2001.

2E]len Perlman, “The Privacy Czars,” Governing Magazine, July 2001.

John Marcotte, “Surfing the Digital Beat,” Government Technology Magazine, May 2000.

“Dibya Sarkar, “Texas setting up security office,” Federal Computer Week, 5 June 2001.

5 Administrative Office of the U.S. Courts, “Judiciary to hold Public Hearing on Internet Access to Court Documents,” News
Release, 16 February 2001 (www.privacy.uscourts.gov/Press.htm). The final report of the committee, Report on Privacy and Public
Access to Electronic Case Files, was released in July 2001 and is available at www.uscourts.gov/Press_Releases/att81501.pdf.

8 CIO Council, Security, Privacy, and Critical Infrastructure Committee, Securing Electronic Government, CIO Council,
19 January 2001.

7 CIO Council, Security, Privacy, and Critical Infrastructure Committee, Securing Electronic Government, CIO Council,
19 January 2001.

8 Dan Caterinicchia, “Computers with a view: Feds exploit Napster-style technology,” Federal Computer Week, 14 May 2001.

9 Along with The Center for Democracy and Technology, Ontario’s Information and Privacy Commissioner published a report titled
“P3P and Privacy: An Update for the Privacy Community.” March 2000. The report is available at
www.cdt.org/privacy/pet/p3pprivacy.shtml.

2 For a more detailed discussion of how technology is reinventing the privacy debate read Toby Lester, “The Reinvention of Privacy,”
Atlantic Monthly, March 2001.

2 Jeffrey Cohan, “Council votes to hide names on Web site,” post-gazette.com. 20 June 2001
(www.post-gazette.com/regionstate/20010620countycouncil0620p2.asp).
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EIGHT IMPERATIVES FOR LEADERS IN A NETWORKED WORLD
REPORTS IN THE SERIES

Eight Imperatives for Leaders in a Networked World—Overview (March 2000)

#1 Focus on How IT Can Reshape Work and Public Sector Strategies (December 2000)
#2 Use IT for Strategic Innovation, Not Simply Tactical Automation (January 2001)
#3 Utilize Best Practices in Implementing IT Initiatives (March 2001)

#4 Improve Budgeting and Financing for Promising IT Initiatives (April 2001)

#5 Protect Privacy and Security (December 2001)

#6 Form IT-related Partnerships to Stimulate Economic Development

#7 Use IT to Promote Equal Opportunity and Healthy Communities

#8 Prepare for Digital Democracy
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